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DETAILED ACTION 

1 . This Office Action has been issued in response to Applicant's Amendment filed April 7, 
2011. 

2. Claims 1-30 have been examined and are pending. 

Response to Arguments 

3. Applicant's arguments filed April 7, 201 1 have been fully considered but they are not 
persuasive. 

4. Applicant's arguments with respect to claim 1 have been considered but they are not 
persuasive. Applicants argues the references fail to disclose checking if an address of a file 
receiving terminal matches the stored address. However, applicant's arguments are directed 
solely toward Hansen and fail to address Tretter. Both references were used to disclose the 
argued limitation and as such it is seen that the combination of Hansen and Tretter still disclose 
the claimed invention. Column 4 lines 49-54 of Tretter discloses before the order can be carried 
out, the customer is asked to identify the secure printer to which the documents will be delivered. 
This will allow the server to communicate with the secure printer. If the secure printer has a 
URL, the customer may enter the URL of the secure printer. Column 5 lines 14-20 disclose the 
secure printer then established its identity with the server by sending the public key KA to the 
server. Column 5 lines 45-59 disclose after the identity of the secure printer has been 
authenticated, the server accesses the file X of the ordered document and sends it to the printer. 
This process is done with respect to a smart card providing identification to the printer. 
However, column 8 lines 23-25 disclose the cryptographic keys may be embedded in the ROM 
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of the printer. Thus, the printer becomes trusted, not the holder of the smart card. According to 
this embodiment it is clearly seen that the printer is verified to be the correct printer. 

5. Applicant argues that nowhere does Hansen describe that the mobile computing device 
transfers an address of the printing station to server. Examiner disagrees. Paragraph [0035] of 
Hansen discloses computer 154 is used (via printing menu 120 and user interface 17) to identify 
the document and upload the document via network communication link 20 to secure 
commercial server 160 (via commercial website 162) for future printing. Next, the user 
optionally identifies which commercial printer 164 of the commercial printing system 150 will 
print the document. 

6. Applicant argues that applicant's invention provides at least the non obvious 
advantageous effect of improving security of a system in which files are transmitted via a server. 
However, because Hansen describe that the printing instructions are sent from a mobile 
computing device to a printing station, Hansen lacks the above-noted advantageous feature. 
Examiner disagrees. Figure 6 of Hansen clearly discloses a document is posted at a secure server 
(304) and then a printer securely gets the print job from the server (310). As such Hansen clearly 
discloses a system that improves security of a system in which files are transmitted via a server. 

7. The remaining arguments are similar to those recited previously and as such examiner 
has reproduced the previous response to arguments. 

8. Applicant's arguments with respect to claim 1 have been considered but they are not 
persuasive. Applicant argues that Hansen fails to disclose the file management server is 
configured to store and to correlatingly manage the address of said particular file receiving 
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terminal with the file. Examiner disagrees. Paragraph [0035] of Hansen discloses computer 154 
is used (via printing menu 120 and user interface 17) to identify the document and upload the 
document via network communication link 20 to secure commercial server 160 (via commercial 
website 162) for future printing. Next, the user optionally identifies which commercial printer 
164 of the commercial printing system 150 will print the document. Accordingly it is seen that 
since a user has informed the commercial server that they wish for the document to be printed by 
a specific printer the two are managed correlatingly. Additionally since this is done at the time 
of uploading the file this information would be stored until the print job was called upon. 
9. Applicant further argues that Hansen fails to disclose in response to the request 
transmitted by said file receiving terminal, if an address of said file receiving terminal and the 
address of the particular file receiving terminal transferred by the mobile terminal are determined 
to match, and if the request transmitted by said file receiving terminal is determine to include the 
second password, said file management server is configured to transfer the file to said file 
receiving terminal. Examiner disagrees. Paragraph [0035] of Hansen discloses computer 154 is 
used (via printing menu 120 and user interface 17) to identify the document and upload the 
document via network communication link 20 to secure commercial server 160 (via commercial 
website 162) for future printing. Next, the user optionally identifies which commercial printer 
164 of the commercial printing system 150 will print the document. Accordingly it is seen that 
since a user has informed the commercial server that they wish for the document to be printed by 
a specific printer the two are managed correlatingly. Paragraph [0040] of Hansen discloses the 
mobile computing device 210 delivers to printing station 208 a security key and printing 
instructions to activate printer 220. With the support of computer 224, printer 220 obtains access 
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to document from server 202 with the security key, retrieves the document, and then using the 
printing instructions, prints the document on printer 220. Thus the printer is seen to request the 
document. Then as shown above the user is able to identify which printer is to print the 
document at the time of upload and accordingly it is seen that this would be a requirement that 
would need to be fulfilled at the time of request. Thus since the user is able to identify a specific 
printer to print the document at the time of upload it is seen that such an attribute would be 
checked during the request. 

10. Applicant's arguments with respect to the remaining claims are similar to those presented 
for claim 1 and are addressed similarly. 

Claim Rejections - 35 USC § 103 

11. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

12. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 
or nonobviousness. 
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13. This application currently names joint inventors. In considering patentability of the 
claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of the various 
claims was commonly owned at the time any inventions covered therein were made absent any 
evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1.56 to point out 
the inventor and invention dates of each claim that was not commonly owned at the time a later 
invention was made in order for the examiner to consider the applicability of 35 U.S.C. 103(c) 
and potential 35 U.S.C. 102(e), (f) or (g) prior art under 35 U.S.C. 103(a). 

14. Claims 1-3, 5, 9-13, 15, 20, 21 and 30 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over US Pub. No. 2003/0101342 to Hansen (hereinafter "Hansen") and further in 
view of US Pat. No. 7248693 to Tretter et al. (hereinafter "Tretter"). 

15. As to Claim 1, Hansen discloses a file transfer system, comprising: 

a file management server comprising a web page, the file management server being 
configured to manage access to files stored therein and transfer of the files subject to entry 
of a first password through the webpage (Paragraph [0025] of Hansen discloses an 
information holding station located remotely from the printing station. This station includes a 
secure server to hold documents in storage and supply documents for printing upon requests. 
Information holding station acts as a network printing manager to handle printing requests 
among one or more printing stations. Paragraph [0031] discloses password/login function 
permits confidential access to the printing system and paragraph [0033] discloses the secure 
server includes a website. Figure 1); 
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a file transmitting terminal (Paragraphs [0026]-[0027] of Hansen discloses computer 
workstation being used to send a document electronically to information holding station. 
Paragraph [0028] discloses pre-identifying the security key to be used for printing the document. 
Figure 1); 

a file receiving terminal (Paragraph [0027] of Hansen discloses submitting a request to print a 
document at a printing station. Figure 1); and 

a mobile terminal (Paragraph [0027] of Hansen discloses a mobile computing device. Figure 
1), 

wherein 

said file management server, said file transmitting terminal, said file receiving terminal, 
and the mobile terminal are connected to each other via a network (Figure 1 of Hansen 
discloses all the components being in connected via a network communication link); 
said file transmitting terminal is configured to transmit, to said file management server, 
a particular file and 

a second password for accessing the particular file as a part of an authorization condition, 
through the web page of the file management server (Paragraphs [0026]-[0027] of Hansen 
discloses computer workstation being used to send a document electronically to information 
holding station. Paragraph [0028] discloses pre-identifying the security key to be used for 
printing the document. Paragraph [0033] discloses the secure server includes a website); 
said file management server is further configured to store and to correlatingly manage the 
particular file and the second password transmitted from said file transmitting terminal 
(Paragraph [0027] of Hansen discloses a document being held at the server for printing. Wherein 
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the document is accessed via a security key and paragraph [0028] discloses pre-identifying the 
security key. Thus the server holds the document and the key correlatingly); 
said mobile terminal is configured to transfer an address of the file receiving terminal that 
is permitted to access the particular file stored in the file management server, to said file 
management server through the web page of the file management server (Paragraph [0027] 
of Hansen disclose the mobile device transmits printing instructions which specify how, when 
and where the document will be printed. Furthermore paragraph [0031] discloses an identify 
printer function that permits the user to identify a specific printer); 

said file management server is further configured to store and to correlatingly manage the 
address of said receiving terminal with the particular file (Paragraph [0027] of Hansen 
disclose the mobile device transmits printing instructions which specify how, when and where 
the document will be printed. Furthermore paragraph [0031] discloses an identify printer 
function that permits the user to identify a specific printer); 

said file receiving terminal is further configured to transmit to said file management server 
a request for transferring the particular file (Figure 6 of Hansen discloses the printer securely 
getting the print job from the server (310)); and 

in response to the request transmitted by said file receiving terminal, (i) if an address of the 
requesting file receiving terminal and the stored address of the file receiving terminal 
transferred by the mobile terminal are determined match, and (ii) if the request 
transmitted by said file receiving terminal is determined to include the second password, 
said file management server transfers the particular file to said file receiving terminal 
(Paragraph [0027] of Hansen discloses submitting a security key which is used to only permit 
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access to the secured document only by the owner. Paragraph [0027] further discloses the 
mobile device transmits printing instructions which specify how, when and where the document 
will be printed. Furthermore paragraph [0031] discloses an identify printer function that permits 
the user to identify a specific printer. Accordingly it is seen that this criteria would also need to 
be met. Figure 6 discloses the printer securely getting the print job from the server (310)). 
Hansen in view of Tretter more clearly discloses the feature of verifying a printer to be the 
correct printer for a request. 

Column 4 lines 49-54 of Tretter discloses before the order can be carried out, the 
customer is asked to identify the secure printer to which the documents will be delivered. This 
will allow the server to communicate with the secure printer. If the secure printer has a URL, the 
customer may enter the URL of the secure printer. Column 5 lines 14-20 disclose the secure 
printer then established its identity with the server by sending the public key KA to the server. 
Column 5 lines 45-59 disclose after the identity of the secure printer has been authenticated, the 
server accesses the file X of the ordered document and sends it to the printer. This process is 
done with respect to a smart card providing identification to the printer. However, column 8 
lines 23-25 disclose the cryptographic keys may be embedded in the ROM of the printer. Thus, 
the printer becomes trusted, not the holder of the smart card. According to this embodiment it is 
clearly seen that the printer is verified to be the correct printer. 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
combine the secure printing system as disclosed by Hansen, with verifying a printer as disclosed 
by Tretter. One of ordinary skill in the art would have been motivated to combine to use a 
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known technique to improve similar devices in the same way. The addition of Tretter's 
disclosure to Hansen would improve the security of the secure printing system. 

16. As to Claim 2, Hansen-Tretter discloses the invention as claimed as described in claim 1 
wherein 

said authorization condition corresponding to said particular file is said second password 
for accessing said particular file (Paragraph [0027] of Hansen discloses a document being held 
at the server for printing. Wherein the document is accessed via a security key and paragraph 
[0028] discloses pre-identifying the security key); and 

said file management server is configured to, if a password transmitted with said request 
by said file receiving terminal matches said password transmitted by said file transmitting 
terminal, transmit said particular file to said file receiving terminal (Paragraph [0027] of 
Hansen discloses submitting a security key which is used to only permit access to the secured 
document only by the owner. Paragraph [0027] further discloses the mobile device transmits 
printing instructions which specify how, when and where the document will be printed. 
Furthermore paragraph [0031] discloses an identify printer function that permits the user to 
identify a specific printer. Accordingly it is seen that this criteria would also need to be met. 
Figure 6 discloses the printer securely getting the print job from the server (310)). 

17. As to Claim 3, Hansen-Tretter discloses the invention as claimed as described in claim 1. 
wherein 
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said authorization condition is one or more user IDs that are authorized to access said 
particular file (Paragraph [0027] of Hansen discloses the security key comprises a conventional 
password, digital signature or ID, or some other encryption system in which one or more 
passwords or signatures are used to create a unique identifier to permit access to the secure 
document only by the owner/operator of the unique identifier); and 

said file management server, is configured to, if a user ID transmitted with said request by 
said file receiving terminal is included in said one or more user IDs transmitted by said file 
transmitting terminal, transmit said particular file to said file receiving terminal (Paragraph 
[0027] of Hansen discloses submitting a security key which is used to only permit access to the 
secured document only by the owner. Figure 6 discloses the printer securely getting the print job 
from the server (310)). 

18. As to Claim 5, Hansen-Tretter discloses the invention as claimed as described in claim 1. 
wherein 

said file transmitting terminal is configured to transmit an effective period corresponding 
to said particular file (Paragraph [0029] of Hansen discloses time (duration, time of day, day of 
week, etc) can be used as a factor in determining whether to allow selective printing at printing 
station); 

said file management server is configured to store the corresponding effective period with 
said particular file (Paragraph [0029] of Hansen discloses time (duration, time of day, day of 
week, etc) can be used as a factor in determining whether to allow selective printing at printing 
station); and 
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said file management server is configured to, if the corresponding effective period has 
expired, prohibit said particular file from being transmitted (Paragraph [0029] of Hansen 
discloses time (duration, time of day, day of week, etc) can be used as a factor in determining 
whether to allow selective printing at printing station). 

19. As to Claim 9, Hansen-Tretter discloses the invention as claimed as described in claim 1 
wherein 

said mobile terminal is configured to acquire the address of said file receiving terminal and 
to transmit the address to said file management server (Paragraph [0027] of Hansen disclose 
the mobile device transmits printing instructions which specify how, when and where the 
document will be printed. Furthermore paragraph [0031] discloses an identify printer function 
that permits the user to identify a specific printer); 

said file management server is configured to store the address of said file receiving terminal 
transmitted from said mobile terminal (Paragraph [0027] of Hansen disclose the mobile 
device transmits printing instructions which specify how, when and where the document will be 
printed. Furthermore paragraph [0031] discloses an identify printer function that permits the 
user to identify a specific printer); and 

said file management server is configured to, in response to said request for transmitting 
said particular file from said file receiving terminal, transmit said particular file to said file 
receiving terminal if the address of said file receiving terminal matches the stored address 

(Paragraph [0027] of Hansen discloses submitting a security key which is used to only permit 
access to the secured document only by the owner. Paragraph [0027] further discloses the 
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mobile device transmits printing instructions which specify how, when and where the document 
will be printed. Furthermore paragraph [003 1] discloses an identify printer function that permits 
the user to identify a specific printer. Accordingly it is seen that this criteria would also need to 
be met. Figure 6 discloses the printer securely getting the print job from the server (310)). 



20. As to Claim 10, Hansen-Tretter discloses the invention as claimed as described in claim 
1, wherein said file receiving terminal is configured to print or to store, in a recording 
medium, said particular file received from said file management server (Figure 6 of Hansen 
discloses the printer securely getting the print job from the server and printing the document 
(310)). 



21. As to Claim 11, Hansen discloses a file management server connected to a file 
transmitting terminal, a file receiving terminal, and a mobile terminal via a network, 
comprising: 

a communication unit configured to exchange data with an external apparatus via said 
network (Paragraph [0027] of Hansen discloses a mobile computing device communicating with 
various apparatuses through a network. Figure 1); 

a display unit configured to display a web page for transmitting files (Paragraph [0030] of 
Hansen discloses a user interface displaying a printing menu to enable communication with 
information holding station. Paragraph [0033] discloses the secure server utilizes a website); 
a first storage unit configured to store a particular file and a second password for accessing 
the particular file as part of an authorization condition, the particular file and the second 
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password being transmitted by the file transmitting terminal and the second password 
being associated with the particular file (Paragraphs [0026]-[0027] of Hansen discloses 
computer workstation being used to send a document electronically to information holding 
station. Paragraph [0028] discloses pre-identifying the security key to be used for printing the 
document. Figure 1); 

a second storage unit configured to store and to correlatingly manage an address of the file 
receiving terminal that is allowed to access the particular file stored in the first storage unit 
with the particular file, the address being transmitted from the mobile terminal through 
the web page of the file management server (Paragraph [0027] of Hansen disclose the mobile 
device transmits printing instructions which specify how, when and where the document will be 
printed. Furthermore paragraph [0031] discloses an identify printer function that permits the 
user to identify a specific printer); 

a file transferring unit configured to, in response to a request for transferring said 
particular file stored in said first storage unit from said file receiving terminal, transfer 
said particular file to said file receiving terminal (i) if an address of the requesting file 
receiving terminal and the stored address of the file receiving terminal transmitted from 
the mobile terminal are determined to match, and (ii) if the request for transferring said 
particular file is determined to include the second password is satisfied (Paragraph [0027] of 
Hansen discloses submitting a security key which is used to only permit access to the secured 
document only by the owner. Paragraph [0027] further discloses the mobile device transmits 
printing instructions which specify how, when and where the document will be printed. 
Furthermore paragraph [0031] discloses an identify printer function that permits the user to 
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identify a specific printer. Accordingly it is seen that this criteria would also need to be met. 
Figure 6 discloses the printer securely getting the print job from the server (310)) 
Hansen in view of Tretter more clearly discloses the feature of verifying a printer to be the 
correct printer for a request. 

Column 4 lines 49-54 of Tretter discloses before the order can be carried out, the 
customer is asked to identify the secure printer to which the documents will be delivered. This 
will allow the server to communicate with the secure printer. If the secure printer has a URL, the 
customer may enter the URL of the secure printer. Column 5 lines 14-20 disclose the secure 
printer then established its identity with the server by sending the public key KA to the server. 
Column 5 lines 45-59 disclose after the identity of the secure printer has been authenticated, the 
server accesses the file X of the ordered document and sends it to the printer. This process is 
done with respect to a smart card providing identification to the printer. However, column 8 
lines 23-25 disclose the cryptographic keys may be embedded in the ROM of the printer. Thus, 
the printer becomes trusted, not the holder of the smart card. According to this embodiment it is 
clearly seen that the printer is verified to be the correct printer. 

Examiner recites the same rationale to combine used in claim 1 . 

22. As to Claim 12, Hansen-Tretter discloses the invention as claimed as described in claim 
11, wherein 

said authorization condition corresponding to said particular file is said second password 
for accessing said particular file (Paragraph [0027] of Hansen discloses a document being held 



Application/Control Number: 10/654,960 Page 16 

Art Unit: 2456 

at the server for printing. Wherein the document is accessed via a security key and paragraph 
[0028] discloses pre-identifying the security key); and 

said file transferring unit is configured to, if a password transmitted with said request 
matches said password stored in said first storage unit, transfer said particular file to said 
file receiving terminal (Paragraph [0027] of Hansen discloses submitting a security key which 
is used to only permit access to the secured document only by the owner. Paragraph [0027] 
further discloses the mobile device transmits printing instructions which specify how, when and 
where the document will be printed. Furthermore paragraph [0031] discloses an identify printer 
function that permits the user to identify a specific printer. Accordingly it is seen that this 
criteria would also need to be met. Figure 6 discloses the printer securely getting the print job 
from the server (310)). 

23. As to Claim 13, Hansen-Tretter discloses the invention as claimed as described in claim 
11 wherein 

said authorization condition corresponding to said particular file is one or more user IDs 

(Paragraph [0027] of Hansen discloses the security key comprises a conventional password, 
digital signature or ID, or some other encryption system in which one or more passwords or 
signatures are used to create a unique identifier to permit access to the secure document only by 
the owner/operator of the unique identifier); and 

said file transferring unit is configured to, if a user ID transmitted with said request is 
included in said one or more user IDs stored in said first storage unit, transfer said 
particular file to said file receiving terminal (Paragraph [0027] of Hansen discloses submitting 
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a security key which is used to only permit access to the secured document only by the owner. 
Figure 6 discloses the printer securely getting the print job from the server (310)). 

24. As to Claim 15, Hansen-Tretter discloses the invention as claimed as described in claim 
1 1 wherein 

said first storage unit is configured to further store an effective period of said particular 
file (Paragraph [0029] of Hansen discloses time (duration, time of day, day of week, etc) can be 
used as a factor in determining whether to allow selective printing at printing station); and 
said file transfer unit is configured to, if the effective period of said particular file has 
expired, avoid transferring said particular file to said file receiving terminal (Paragraph 
[0029] of Hansen discloses time (duration, time of day, day of week, etc) can be used as a factor 
in determining whether to allow selective printing at printing station). 

25. As to Claim 20, Hansen discloses a file transfer method of an information processing 
apparatus, comprising the steps of: 

displaying a web page configured to transfer and to receive files (Paragraph [0030] of 
Hansen discloses a user interface displaying a printing menu to enable communication with 
information holding station. Paragraph [0033] discloses the secure server utilizes a website); 
storing a particular file and a second password for accessing the particular file as part of 
an authorization condition, the particular file and the second password being transmitted 
by said file transfer terminal through the web page, the second password being associated 
with the particular file (Paragraphs [0026]-[0027] of Hansen discloses computer workstation 
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being used to send a document electronically to information holding station. Paragraph [0028] 
discloses pre-identifying the security key to be used for printing the document. Figure 1); 
storing and correlatingly managing, by the information processing apparatus an address of 
a file receiving terminal that is allowed to access the particular file with the particular file 
the address being transmitted from a mobile terminal through the web page (Paragraph 
[0027] of Hansen disclose the mobile device transmits printing instructions which specify how, 
when and where the document will be printed. Furthermore paragraph [0031] discloses an 
identify printer function that permits the user to identify a specific printer); 
receiving a request for transmitting said particular file designated from the file receiving 
terminal (Figure 6 of Hansen discloses the printer securely getting the print job from the server 
(310)); and 

in response to the request, by the information processing apparatus, transmitting said 
particular file to said file receiving terminal (i) if an address of the requesting file receiving 
terminal and the stored address of the file receiving terminal transmitted from the mobile 
terminal are determine to match, and (ii) if the request for transmitting said particular file 
is determined to include the second password (Paragraph [0027] of Hansen discloses 
submitting a security key which is used to only permit access to the secured document only by 
the owner. Paragraph [0027] further discloses the mobile device transmits printing instructions 
which specify how, when and where the document will be printed. Furthermore paragraph 
[0031] discloses an identify printer function that permits the user to identify a specific printer. 
Accordingly it is seen that this criteria would also need to be met. Figure 6 discloses the printer 
securely getting the print job from the server (310)) 
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Hansen in view of Tretter more clearly discloses the feature of verifying a printer to be the 
correct printer for a request. 

Column 4 lines 49-54 of Tretter discloses before the order can be carried out, the 
customer is asked to identify the secure printer to which the documents will be delivered. This 
will allow the server to communicate with the secure printer. If the secure printer has a URL, the 
customer may enter the URL of the secure printer. Column 5 lines 14-20 disclose the secure 
printer then established its identity with the server by sending the public key KA to the server. 
Column 5 lines 45-59 disclose after the identity of the secure printer has been authenticated, the 
server accesses the file X of the ordered document and sends it to the printer. This process is 
done with respect to a smart card providing identification to the printer. However, column 8 
lines 23-25 disclose the cryptographic keys may be embedded in the ROM of the printer. Thus, 
the printer becomes trusted, not the holder of the smart card. According to this embodiment it is 
clearly seen that the printer is verified to be the correct printer. 

Examiner recites the same rationale to combine used in claim 1 . 

26. As to Claim 21, Hansen discloses a non-transitory computer-readable storage 
medium having embedded therein instruction, which when executed by a processor causes 
the processor to perform the method comprising: 

displaying a web page configured to transfer and to receive files (Paragraph [0030] of 
Hansen discloses a user interface displaying a printing menu to enable communication with 
information holding station. Paragraph [0033] discloses the secure server utilizes a website) 
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storing a particular file and a second password for accessing the particular file as part of 
an authorization condition, the particular file and the second password being transmitted 
by said file transfer terminal through the web page and the second password being 
associated with the particular file (Paragraphs [0026]-[0027] of Hansen discloses computer 
workstation being used to send a document electronically to information holding station. 
Paragraph [0028] discloses pre-identifying the security key to be used for printing the document. 
Figure 1); 

storing and correlatingly managing an address of a file receiving terminal that is allowed to 
access the particular file with the particular file the address being transmitted from a 
mobile terminal through the web page (Paragraph [0027] of Hansen disclose the mobile 
device transmits printing instructions which specify how, when and where the document will be 
printed. Furthermore paragraph [0031] discloses an identify printer function that permits the 
user to identify a specific printer); 

receiving a request for transmitting said particular file designated from the file receiving 
terminal (Figure 6 of Hansen discloses the printer securely getting the print job from the server 
(310)); 

in response to the request, transmitting, said particular file to said file receiving terminal (i) 
if an address of the requesting file receiving terminal and the stored address of the file 
receiving terminal transmitted form the mobile terminal are determined to match, and (ii) 
if the request for transmitting said particular file is determine to include the second 
password (Paragraph [0027] of Hansen discloses submitting a security key which is used to only 
permit access to the secured document only by the owner. Paragraph [0027] further discloses the 
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mobile device transmits printing instructions which specify how, when and where the document 
will be printed. Furthermore paragraph [003 1] discloses an identify printer function that permits 
the user to identify a specific printer. Accordingly it is seen that this criteria would also need to 
be met. Figure 6 discloses the printer securely getting the print job from the server (310)) 
Hansen in view of Tretter more clearly discloses the feature of verifying a printer to be the 
correct printer for a request. 

Column 4 lines 49-54 of Tretter discloses before the order can be carried out, the 
customer is asked to identify the secure printer to which the documents will be delivered. This 
will allow the server to communicate with the secure printer. If the secure printer has a URL, the 
customer may enter the URL of the secure printer. Column 5 lines 14-20 disclose the secure 
printer then established its identity with the server by sending the public key KA to the server. 
Column 5 lines 45-59 disclose after the identity of the secure printer has been authenticated, the 
server accesses the file X of the ordered document and sends it to the printer. This process is 
done with respect to a smart card providing identification to the printer. However, column 8 
lines 23-25 disclose the cryptographic keys may be embedded in the ROM of the printer. Thus, 
the printer becomes trusted, not the holder of the smart card. According to this embodiment it is 
clearly seen that the printer is verified to be the correct printer. 

Examiner recites the same rationale to combine used in claim 1. 

27. As to Claim 30, Hansen discloses an image forming apparatus connected with a 
stored document management server and a user terminal via a network, comprising: 
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a communication unit configured to exchange data via said network and, subject to entry 
of a first password, to transmit a stored particular document and a second password for 
accessing the particular document to the stored document management server, the second 
password being associated with the particular document (Paragraph [0025] of Hansen 
discloses an information holding station located with the printing station. This station includes a 
secure server to hold documents in storage and supply documents for printing upon requests. 
Information holding station acts as a network printing manager to handle printing requests 
among one or more printing stations. Paragraph [0031] discloses password/login function 
permits confidential access to the printing system and paragraph [0033] discloses the secure 
server includes a website. Figure 1. Paragraph [0027] of Hansen discloses a document being 
held at the server for printing. Wherein the document is accessed via a security key and 
paragraph [0028] discloses pre-identifying the security key. Thus the server holds the document 
and the key correlatingly); 

a storage unit configured to store a particular document and the second password 
associated with the particular document as a part of an authorization condition for 
accessing said stored particular document (Paragraph [0027] of Hansen discloses a document 
being held at the server for printing. Wherein the document is accessed via a security key and 
paragraph [0028] discloses pre-identifying the security key. Thus the server holds the document 
and the key correlatingly); and 

an image forming unit configured to print said stored particular document (Figure 6 of 
Hansen discloses the printer securely getting the print job from the server and printing it (310)); 
wherein 
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said communication unit is configured to, in response to reception of a request for 
transmitting said particular stored document from said user terminal transmit said stored 
particular document and second password to said stored document management server, 

(Paragraph [0027] of Hansen discloses submitting a security key which is used to only permit 
access to the secured document only by the owner. Paragraph [0027] further discloses the 
mobile device transmits printing instructions which specify how, when and where the document 
will be printed. Furthermore paragraph [0031] discloses an identify printer function that permits 
the user to identify a specific printer. Accordingly it is seen that this criteria would also need to 
be met. Figure 6 discloses the printer securely getting the print job from the server (310)), the 
stored document management server being configured to store and correlatingly manage 
an address of a particular file receiving terminal that is permitted to access the stored 
particular document with the stored particular document (Paragraph [0027] of Hansen 
disclose the mobile device transmits printing instructions which specify how, when and where 
the document will be printed. Furthermore paragraph [0031] discloses an identify printer 
function that permits the user to identify a specific printer). 

Hansen in view of Tretter more clearly discloses the feature of verifying a printer to be the 
correct printer for a request. 

Column 4 lines 49-54 of Tretter discloses before the order can be carried out, the 
customer is asked to identify the secure printer to which the documents will be delivered. This 
will allow the server to communicate with the secure printer. If the secure printer has a URL, the 
customer may enter the URL of the secure printer. Column 5 lines 14-20 disclose the secure 
printer then established its identity with the server by sending the public key KA to the server. 
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Column 5 lines 45-59 disclose after the identity of the secure printer has been authenticated, the 
server accesses the file X of the ordered document and sends it to the printer. This process is 
done with respect to a smart card providing identification to the printer. However, column 8 
lines 23-25 disclose the cryptographic keys may be embedded in the ROM of the printer. Thus, 
the printer becomes trusted, not the holder of the smart card. According to this embodiment it is 
clearly seen that the printer is verified to be the correct printer. 

Examiner recites the same rationale to combine used in claim 1 . 

28. Claims 22-29 are rejected under 35 U.S.C. 103(a) as being unpatentable over Hansen and 
further in view of Tretter and further in view of US Pat. No. 7130069 to Honma (hereinafter 
"Honma") 

29. As to Claim 22, Hansen discloses an image forming system, comprising: 

a stored document management server comprising a web page, the stored document 
management server being configured to manage access to documents stored therein and 
transfer of the stored documents subject to entry of a first password through the web page 

(Paragraph [0025] of Hansen discloses an information holding station located remotely from the 
printing station. This station includes a secure server to hold documents in storage and supply 
documents for printing upon requests. Information holding station acts as a network printing 
manager to handle printing requests among one or more printing stations. Paragraph [0031] 
discloses password/login function permits confidential access to the printing system and 
paragraph [0033] discloses the secure server includes a website. Figure 1); 
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a first [image forming] apparatus (Paragraphs [0026]-[0027] of Hansen discloses computer 
workstation being used to send a document electronically to information holding station. 
Paragraph [0028] discloses pre-identifying the security key to be used for printing the document. 
Figure 1); 

a second image forming apparatus (Paragraph [0027] of Hansen discloses submitting a request 
to print a document at a printing station. Figure 1); and 

a mobile terminal (Paragraph [0027] of Hansen discloses a mobile computing device. Figure 
1), 

wherein 

said stored document management server, said first image forming apparatus, and said 
second image forming apparatus, and said mobile terminal are connected to each other via 
a network (Figure 1 of Hansen discloses all the components being in connected via a network 
communication link); 

said first image forming apparatus is configured to transmit, to said stored document 
management server, 

a particular document (Paragraphs [0026]-[0027] of Hansen discloses computer workstation 
being used to send a document electronically to information holding station. Paragraph [0028] 
discloses pre-identifying the security key to be used for printing the document. Paragraph [0033] 
discloses the secure server includes a website) and 

a second password for accessing the particular document as a part of an authorization 
condition, through the web page of the stored document management server (Paragraphs 
[0026]-[0027] of Hansen discloses computer workstation being used to send a document 
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electronically to information holding station. Paragraph [0028] discloses pre-identifying the 
security key to be used for printing the document. Paragraph [0033] discloses the secure server 
includes a website); 

said stored document management server is further configured to store and to 
correlatingly manage the transmitted particular document and the second password 
transmitted form the first image forming apparatus (Paragraph [0027] of Hansen discloses a 
document being held at the server for printing. Wherein the document is accessed via a security 
key and paragraph [0028] discloses pre-identifying the security key. Thus the server holds the 
document and the key correlatingly); 

said mobile terminal is configured to transfer an address of the second image forming 
apparatus that is permitted to access the particular document stored in the stored 
document management server, to said stored document management server through the 
web page of the stored document management server (Paragraph [0027] of Hansen disclose 
the mobile device transmits printing instructions which specify how, when and where the 
document will be printed. Furthermore paragraph [0031] discloses an identify printer function 
that permits the user to identify a specific printer); 

said stored document management server is further configured to store and to 
correlatingly manage the address of said second image forming apparatus with the stored 
particular document (Paragraph [0027] of Hansen disclose the mobile device transmits printing 
instructions which specify how, when and where the document will be printed. Furthermore 
paragraph [0031] discloses an identify printer function that permits the user to identify a specific 
printer); 
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said second image forming apparatus is further configured to transmit to said stored 
document management server a request for transferring the stored particular document 

(Figure 6 of Hansen discloses the printer securely getting the print job from the server (310)); 
and 

in response to the request transmitted by the second image forming apparatus, (i) if an 
address of the requesting second image forming apparatus and the stored address of the 
second image forming apparatus transferred by the mobile terminal are determined to 
match, and (ii) if the request for transferring the stored particular document is determine 
to include the second password is satisfied, said stored document management server, is 
configured to transfer the stored particular document to said second image forming 
apparatus (Paragraph [0027] of Hansen discloses submitting a security key which is used to 
only permit access to the secured document only by the owner. Paragraph [0027] further 
discloses the mobile device transmits printing instructions which specify how, when and where 
the document will be printed. Furthermore paragraph [0031] discloses an identify printer 
function that permits the user to identify a specific printer. Accordingly it is seen that this 
criteria would also need to be met. Figure 6 discloses the printer securely getting the print job 
from the server (310)). 

Hansen does not explicitly disclose the first apparatus being image forming. 

However, Honma discloses this. Column 17 lines 13-30 of Honma disclose a user being 
able to use an original image forming apparatus to access another image forming apparatus to 
obtain a document to print out on the original image forming apparatus. 
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It would have been obvious to one of ordinary skill in the art at the time of invention to 
combine the printing system as disclosed by Hansen, with having one image forming apparatus 
transfer to another as disclosed by Honma. One of ordinary skill in the art would have been 
motivated to combine to apply simple substitution of one known element for another to obtain 
predictable results. Honma discloses it is well known in the art to have one image forming 
apparatus provide a document to another image forming apparatus. Hansen discloses obtaining 
the document information from a computer work station. Thus it would have been simple 
substitution of one known element for another to implement such a feature in Hansen. 

Hansen in view of Tretter more clearly discloses the feature of verifying a printer to be 
the correct printer for a request. 

Column 4 lines 49-54 of Tretter discloses before the order can be carried out, the 
customer is asked to identify the secure printer to which the documents will be delivered. This 
will allow the server to communicate with the secure printer. If the secure printer has a URL, the 
customer may enter the URL of the secure printer. Column 5 lines 14-20 disclose the secure 
printer then established its identity with the server by sending the public key KA to the server. 
Column 5 lines 45-59 disclose after the identity of the secure printer has been authenticated, the 
server accesses the file X of the ordered document and sends it to the printer. This process is 
done with respect to a smart card providing identification to the printer. However, column 8 
lines 23-25 disclose the cryptographic keys may be embedded in the ROM of the printer. Thus, 
the printer becomes trusted, not the holder of the smart card. According to this embodiment it is 
clearly seen that the printer is verified to be the correct printer. 

Examiner recites the same rationale to combine used in claim 1 . 
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30. As to Claim 23, Hansen discloses a stored document management server connected 
to a first image forming apparatus, a second image forming apparatus, and a mobile 
terminal via a network, comprising: 

a communication unit configured to exchange data with said first and second image 
forming apparatuses via said network (Paragraph [0027] of Hansen discloses a mobile 
computing device communicating with various apparatuses through a network. Figure 1); 
a display unit configured to display a web page for transmitting stored documents 

(Paragraph [0030] of Hansen discloses a user interface displaying a printing menu to enable 
communication with information holding station. Paragraph [0033] discloses the secure server 
utilizes a website); 

a first storage unit configured to store a particular document and a second password for 
accessing the particular document as part of an authorization condition the stored 
particular document and the second password being transmitted by the first [image 
forming] apparatus and the second password being associated with the stored particular 
document (Paragraphs [0026] -[0027] of Hansen discloses computer workstation being used to 
send a document electronically to information holding station. Paragraph [0028] discloses pre- 
identifying the security key to be used for printing the document. Figure 1); 
a second storage unit configured to store and correlatingly manage an address of the 
second image forming apparatus that is allowed to access the stored particular document 
with the stored particular document, the address being transmitted from the mobile 
terminal through the web page of the stored document management server (Paragraph 
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[0027] of Hansen disclose the mobile device transmits printing instructions which specify how, 
when and where the document will be printed. Furthermore paragraph [0031] discloses an 
identify printer function that permits the user to identify a specific printer); and 
a stored document transferring unit configured to, in response to a request for transferring 
said particular document stored in said first storage unit from said second image forming 
apparatus, transfer said stored particular document to said second image forming 
apparatus (i) if an address of the requesting second image forming apparatus and the 
stored address of the second image forming apparatus transmitted form the mobile 
terminal is determined to match, and (ii) if the request for transferring said stored 
particular document includes the second password (Paragraph [0027] of Hansen discloses 
submitting a security key which is used to only permit access to the secured document only by 
the owner. Paragraph [0027] further discloses the mobile device transmits printing instructions 
which specify how, when and where the document will be printed. Furthermore paragraph 
[0031] discloses an identify printer function that permits the user to identify a specific printer. 
Accordingly it is seen that this criteria would also need to be met. Figure 6 discloses the printer 
securely getting the print job from the server (310)) 

Hansen does not explicitly disclose the first apparatus being image forming. 

However, Honma discloses this. Column 17 lines 13-30 of Honma disclose a user being 
able to use an original image forming apparatus to access another image forming apparatus to 
obtain a document to print out on the original image forming apparatus. 

Examiner recites the same rationale to combine used in claim 22. 
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Hansen in view of Tretter more clearly discloses the feature of verifying a printer to be the 
correct printer for a request. 

Column 4 lines 49-54 of Tretter discloses before the order can be carried out, the 
customer is asked to identify the secure printer to which the documents will be delivered. This 
will allow the server to communicate with the secure printer. If the secure printer has a URL, the 
customer may enter the URL of the secure printer. Column 5 lines 14-20 disclose the secure 
printer then established its identity with the server by sending the public key KA to the server. 
Column 5 lines 45-59 disclose after the identity of the secure printer has been authenticated, the 
server accesses the file X of the ordered document and sends it to the printer. This process is 
done with respect to a smart card providing identification to the printer. However, column 8 
lines 23-25 disclose the cryptographic keys may be embedded in the ROM of the printer. Thus, 
the printer becomes trusted, not the holder of the smart card. According to this embodiment it is 
clearly seen that the printer is verified to be the correct printer. 

Examiner recites the same rationale to combine used in claim 1 . 

31. As to Claim 24, Hansen discloses an image forming system, comprising: 
a first image forming apparatus configured to manage access to documents stored therein 
and transfer of the stored documents subject to entry of a first password (Paragraph [0025] 
of Hansen discloses an information holding station located with the printing station. This station 
includes a secure server to hold documents in storage and supply documents for printing upon 
requests. Information holding station acts as a network printing manager to handle printing 
requests among one or more printing stations. Paragraph [0031] discloses password/login 
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function permits confidential access to the printing system and paragraph [0033] discloses the 
secure server includes a website. Figure 1), to store a particular document and a second 
password for accessing the stored particular document, (Paragraph [0027] of Hansen 
discloses a document being held at the server for printing. Wherein the document is accessed via 
a security key and paragraph [0028] discloses pre-identifying the security key. Thus the server 
holds the document and the key correlatingly) and to store and to correlatingly manage an 
address of a second image forming apparatus that is permitted to access the stored 
particular document with the stored particular document (Paragraph [0027] of Hansen 
disclose the mobile device transmits printing instructions which specify how, when and where 
the document will be printed. Furthermore paragraph [0031] discloses an identify printer 
function that permits the user to identify a specific printer) the stored particular document and 
the second password being transmitted by another [image forming] apparatus and the 
second password being associated with the stored particular document (Paragraphs [0026]- 
[0027] of Hansen discloses computer workstation being used to send a document electronically 
to information holding station. Paragraph [0028] discloses pre-identifying the security key to be 
used for printing the document. Figure 1); 

a user terminal (Paragraph [0027] of Hansen discloses a mobile computing device. Figure 1); 
and 

the second image forming apparatus (Paragraph [0025] of Hansen discloses the secure server 
acts to hold documents in storage and communicates with one or more printing stations); 
wherein 
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said first image forming apparatus, said user terminal, and said second image forming 
apparatus are connected to each other via a network (Figure 1 of Hansen discloses all the 
components being in connected via a network communication link); 
in response to a request from said user terminal, said first image forming apparatus is 
configured to, if the request from said user terminal is determined to include the second 
password, transmit said stored particular document and said second password for 
accessing the particular document as a part of an authorization condition to said second 
image forming apparatus (Paragraph [0027] of Hansen discloses submitting a security key 
which is used to only permit access to the secured document only by the owner. Paragraph 
[0027] further discloses the mobile device transmits printing instructions which specify how, 
when and where the document will be printed. Furthermore paragraph [0031] discloses an 
identify printer function that permits the user to identify a specific printer. Accordingly it is seen 
that this criteria would also need to be met. Figure 6 discloses the printer securely getting the 
print job from the server (310)); and 

said second image forming apparatus is configured to store said particular document and 
said second password associated with the stored particular document and, if a received 
request for printing said stored document is determined to include said second password, 
to print said stored particular document (Paragraph [0027] of Hansen discloses submitting a 
security key which is used to only permit access to the secured document only by the owner. 
Paragraph [0027] further discloses the mobile device transmits printing instructions which 
specify how, when and where the document will be printed. Furthermore paragraph [0031] 
discloses an identify printer function that permits the user to identify a specific printer. 
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Accordingly it is seen that this criteria would also need to be met. Figure 6 discloses the printer 
securely getting the print job from the server (310)). 

Hansen does not explicitly disclose the another apparatus being image forming. 

However, Honma discloses this. Column 17 lines 13-30 of Honma disclose a user being 
able to use an original image forming apparatus to access another image forming apparatus to 
obtain a document to print out on the original image forming apparatus. 

Examiner recites the same rationale to combine used in claim 22. 
Hansen in view of Tretter more clearly discloses the feature of verifying a printer to be the 
correct printer for a request. 

Column 4 lines 49-54 of Tretter discloses before the order can be carried out, the 
customer is asked to identify the secure printer to which the documents will be delivered. This 
will allow the server to communicate with the secure printer. If the secure printer has a URL, the 
customer may enter the URL of the secure printer. Column 5 lines 14-20 disclose the secure 
printer then established its identity with the server by sending the public key KA to the server. 
Column 5 lines 45-59 disclose after the identity of the secure printer has been authenticated, the 
server accesses the file X of the ordered document and sends it to the printer. This process is 
done with respect to a smart card providing identification to the printer. However, column 8 
lines 23-25 disclose the cryptographic keys may be embedded in the ROM of the printer. Thus, 
the printer becomes trusted, not the holder of the smart card. According to this embodiment it is 
clearly seen that the printer is verified to be the correct printer. 

Examiner recites the same rationale to combine used in claim 1. 
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32. As to Claim 25, Hansen discloses an image forming system, comprising: 
a first image forming apparatus configured to manage access to document stored therein 
and transfer of the stored documents subject to entry of a first password (Paragraph [0025] 
of Hansen discloses an information holding station located with the printing station. This station 
includes a secure server to hold documents in storage and supply documents for printing upon 
requests. Information holding station acts as a network printing manager to handle printing 
requests among one or more printing stations. Paragraph [0031] discloses password/login 
function permits confidential access to the printing system and paragraph [0033] discloses the 
secure server includes a website. Figure 1), and to store a particular document and a second 
password for accessing the particular document, the second password being associated with 
the stored particular document (Paragraph [0027] of Hansen discloses a document being held 
at the server for printing. Wherein the document is accessed via a security key and paragraph 
[0028] discloses pre-identifying the security key. Thus the server holds the document and the 
key correlatingly); 

a stored document management server (Paragraph [0025] of Hansen discloses an information 
holding station located remotely from the printing station. This station includes a secure server 
to hold documents in storage and supply documents for printing upon requests. Information 
holding station acts as a network printing manager to handle printing requests among one or 
more printing stations. Paragraph [0031] discloses password/login function permits confidential 
access to the printing system and paragraph [0033] discloses the secure server includes a 
website. Figure 1); 



Application/Control Number: 10/654,960 Page 36 

Art Unit: 2456 

a user terminal (Paragraph [0027] of Hansen discloses a mobile computing device. Figure 1); 
and 

a second image forming apparatus (Paragraph [0025] of Hansen discloses the secure server 
acts to hold documents in storage and communicates with one or more printing stations); 
wherein 

said first image forming apparatus, said stored document management server, said user 
terminal, and said second image forming apparatus are connected each other via a network 

(Figure 1 of Hansen discloses all the components being in connected via a network 
communication link); 

in response to a request from said user terminal, said first [image forming] apparatus is 
configured to, if the request from said user terminal is determined to include said second 
password, transmit said particular stored document and said second password as part of 
an authorization condition to said stored document management server (Paragraphs [0026]- 
[0027] of Hansen discloses computer workstation being used to send a document electronically 
to information holding station. Paragraph [0028] discloses pre-identifying the security key to be 
used for printing the document. Paragraph [0033] discloses the secure server includes a 
website); 

said stored document management server is configured to store said particular document 
and said second password, and to store and to correlatingly manage an address of a second 
image forming apparatus that is permitted to access the stored particular document with 
the stored particular document (Paragraph [0027] of Hansen discloses a document being held 
at the server for printing. Wherein the document is accessed via a security key and paragraph 
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[0028] discloses pre-identifying the security key. Thus the server holds the document and the 
key correlatingly); and, 

in response to a request for transmitting said stored particular document from said second 
image forming apparatus, (i) if an address of the requesting second image forming 
apparatus and the stored address of the second image forming apparatus that is permitted 
to access the stored particular document are determined to match, and (ii) if the request 
transmitted by the second image forming apparatus is determined to include the second 
password, said stored document management server is configured to transmit said 
particular stored document to said second image forming apparatus (Paragraph [0027] of 
Hansen discloses submitting a security key which is used to only permit access to the secured 
document only by the owner. Paragraph [0027] further discloses the mobile device transmits 
printing instructions which specify how, when and where the document will be printed. 
Furthermore paragraph [0031] discloses an identify printer function that permits the user to 
identify a specific printer. Accordingly it is seen that this criteria would also need to be met. 
Figure 6 discloses the printer securely getting the print job from the server (310)); and 
said second image forming apparatus is configured to print said stored document 
transmitted from said stored document management server (Figure 6 of Hansen discloses the 
printer securely getting the print job from the server and printing it (310)). 

Hansen does not explicitly disclose the first apparatus being image forming. 

However, Honma discloses this. Column 17 lines 13-30 of Honma disclose a user being 
able to use an original image forming apparatus to access another image forming apparatus to 
obtain a document to print out on the original image forming apparatus. 
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Examiner recites the same rationale to combine used in claim 22. 
Hansen in view of Tretter more clearly discloses the feature of verifying a printer to be the 
correct printer for a request. 

Column 4 lines 49-54 of Tretter discloses before the order can be carried out, the 
customer is asked to identify the secure printer to which the documents will be delivered. This 
will allow the server to communicate with the secure printer. If the secure printer has a URL, the 
customer may enter the URL of the secure printer. Column 5 lines 14-20 disclose the secure 
printer then established its identity with the server by sending the public key KA to the server. 
Column 5 lines 45-59 disclose after the identity of the secure printer has been authenticated, the 
server accesses the file X of the ordered document and sends it to the printer. This process is 
done with respect to a smart card providing identification to the printer. However, column 8 
lines 23-25 disclose the cryptographic keys may be embedded in the ROM of the printer. Thus, 
the printer becomes trusted, not the holder of the smart card. According to this embodiment it is 
clearly seen that the printer is verified to be the correct printer. 

Examiner recites the same rationale to combine used in claim 1. 

33. As to Claim 26, Hansen discloses an image forming apparatus connected with 
another image forming apparatus via a network, comprising: 

a communication unit configured to exchange data via said network, and, subject to entry 
of a first password, to receive a particular document and a second password for accessing 
the particular document from said other image forming apparatus, the second password 
being transmitted by the other image forming apparatus and being associated with the 
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particular document (Paragraph [0025] of Hansen discloses an information holding station 
located with the printing station. This station includes a secure server to hold documents in 
storage and supply documents for printing upon requests. Information holding station acts as a 
network printing manager to handle printing requests among one or more printing stations. 
Paragraph [0031] discloses password/login function permits confidential access to the printing 
system and paragraph [0033] discloses the secure server includes a website. Figure 1. Paragraph 
[0027] of Hansen discloses a document being held at the server for printing. Wherein the 
document is accessed via a security key and paragraph [0028] discloses pre-identifying the 
security key. Thus the server holds the document and the key correlatingly) and the other 
image forming apparatus being configured to store and correlatingly manage an address of 
a particular image forming apparatus that is permitted to access the particular document 
with the stored particular document (Paragraph [0027] of Hansen disclose the mobile device 
transmits printing instructions which specify how, when and where the document will be printed. 
Furthermore paragraph [0031] discloses an identify printer function that permits the user to 
identify a specific printer); 

a storage configured to store the particular document and the second password associated 
with the particular document as part of an authorization condition for accessing said 
stored particular received from said other image forming apparatus (Paragraph [0027] of 
Hansen discloses a document being held at the server for printing. Wherein the document is 
accessed via a security key and paragraph [0028] discloses pre-identifying the security key. 
Thus the server holds the document and the key correlatingly); 
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an operations input unit (Paragraph [0030] of Hansen discloses a user interface displaying a 
printing menu to enable communication with information holding station); and 
an image forming unit configured to, in response to reception of a request for printing said 
stored particular document, if the request for printing said stored particular document 
includes the second password, print said stored particular document (Paragraph [0027] of 
Hansen discloses submitting a security key which is used to only permit access to the secured 
document only by the owner. Paragraph [0027] further discloses the mobile device transmits 
printing instructions which specify how, when and where the document will be printed. 
Furthermore paragraph [0031] discloses an identify printer function that permits the user to 
identify a specific printer. Accordingly it is seen that this criteria would also need to be met. 
Figure 6 discloses the printer securely getting the print job from the server and printing it (310)). 
Hansen does not explicitly disclose the first apparatus being image forming. 

However, Honma discloses this. Column 17 lines 13-30 of Honma disclose a user being 
able to use an original image forming apparatus to access another image forming apparatus to 
obtain a document to print out on the original image forming apparatus. 

Examiner recites the same rationale to combine used in claim 22. 
Hansen in view of Tretter more clearly discloses the feature of verifying a printer to be the 
correct printer for a request. 

Column 4 lines 49-54 of Tretter discloses before the order can be carried out, the 
customer is asked to identify the secure printer to which the documents will be delivered. This 
will allow the server to communicate with the secure printer. If the secure printer has a URL, the 
customer may enter the URL of the secure printer. Column 5 lines 14-20 disclose the secure 
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printer then established its identity with the server by sending the public key KA to the server. 
Column 5 lines 45-59 disclose after the identity of the secure printer has been authenticated, the 
server accesses the file X of the ordered document and sends it to the printer. This process is 
done with respect to a smart card providing identification to the printer. However, column 8 
lines 23-25 disclose the cryptographic keys may be embedded in the ROM of the printer. Thus, 
the printer becomes trusted, not the holder of the smart card. According to this embodiment it is 
clearly seen that the printer is verified to be the correct printer. 

Examiner recites the same rationale to combine used in claim 1 . 

34. As to Claim 27, Hansen-Tretter discloses the invention as claimed as described in claim 
26, wherein 

said image forming apparatus is further connected to a user terminal via said network 

(Paragraph [0027] of Hansen discloses a mobile computing device. Figure 1); and 
said communication unit is configured to, in response to a transfer request from said user 
terminal, if said transfer request satisfies said authorization condition, transmit said stored 
particular document and said authorization condition stored in said storage unit to a 
destination (Paragraph [0027] of Hansen discloses submitting a security key which is used to 
only permit access to the secured document only by the owner. Paragraph [0027] further 
discloses the mobile device transmits printing instructions which specify how, when and where 
the document will be printed. Furthermore paragraph [0031] discloses an identify printer 
function that permits the user to identify a specific printer. Accordingly it is seen that this 
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criteria would also need to be met. Figure 6 discloses the printer securely getting the print job 
from the server (310)). 

35. As to Claim 28, Hansen-Tretter discloses the invention as claimed as described in claim 
27, wherein said transfer request includes said destination, the second password as said 
authorization information for accessing said stored particular document, and a registration 
code of said stored particular document that said communication unit has received from 
said user terminal via said network (Paragraph [0027] of Hansen discloses submitting a 
security key which is used to only permit access to the secured document only by the owner. 
Paragraph [0027] further discloses the mobile device transmits printing instructions which 
specify how, when and where the document will be printed. Furthermore paragraph [0031] 
discloses an identify printer function that permits the user to identify a specific printer. 
Accordingly it is seen that this criteria would also need to be met. Figure 6 discloses the printer 
securely getting the print job from the server (310)). 

36. As to Claim 29, Hansen-Tretter discloses the invention as claimed as described in claim 
27, wherein said transfer request includes said destination, said authorization condition for 
accessing said stored particular document, and a registration code of said stored particular 
document that are input by said operations input unit (Paragraph [0027] of Hansen discloses 
submitting a security key which is used to only permit access to the secured document only by 
the owner. Paragraph [0027] further discloses the mobile device transmits printing instructions 
which specify how, when and where the document will be printed. Furthermore paragraph 
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[0031] discloses an identify printer function that permits the user to identify a specific printer. 
Accordingly it is seen that this criteria would also need to be met. Figure 6 discloses the printer 
securely getting the print job from the server (310)). 

37. Claims 6-8 and 16-18 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hansen-Tretter and further in view of US Pat. No. 6785812 to Botham, Jr. et al. (hereinafter 
"Botham"). 

38. As to Claim 6, Hansen-Tretter discloses the invention as claimed as described in claim 5. 
Hansen-Tretter does not explicitly disclose, wherein said file management server is 
configured to, if the corresponding effective period has expired, delete said particular file 

However, Botham discloses this. Column 4 lines 34-36 of Botham discloses destroying a 
document once its allotted lifetime has expired. 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
combine the invention of claim 5 as disclosed by Hansen-Tretter, with deleting a file after a 
period as disclosed by Botham. One of ordinary skill in the art would have been motivated to 
combine to apply a known technique to a know device ready for improvement to yield 
predictable results. Paragraph [0029] of Hansen discloses time (duration, time of day, day of 
week, etc) can be used as a factor in determining whether to allow selective printing at printing 
station. Accordingly it would have been obvious to implement deleting the file after the time has 
expired, since it is seen to be a known technique used in view of utilizing time as a factor in 
printing. 
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39. As to Claim 7, Hansen-Tretter discloses the invention as claimed as described in claim 1. 
Hansen-Tretter does not explicitly disclose wherein 

said file transmitting terminal is configured to transmit an effective number of transfers 
corresponding to said particular file; 

said file management server is configured to store the corresponding effective number of 
transfers with said particular file; and 

said file management server is configured to, if the number of transfers of said particular 
file reaches the corresponding effective number of transfers, prohibit said particular file 
from being transmitted. 

However, Botham discloses this (Column 2 lines 45-55 of Botham disclose being able 
define control characteristics, including allowing a document to only be viewed or printed a 
maximum number of times. Then based on purpose of setting a maximum number of times a 
document may be printed it is inherent that when a file reaches the effective number, it will no 
longer be distributed) 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
combine the system of claim 1 as disclosed by Hansen-Tretter, with having a maximum number 
of times a document may be printed as disclosed by Botham. One of ordinary skill in the art 
would have been motivated to combine to make document distribution more secure and 
controllable (column 2 lines 18-65 of Botham). 
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40. As to Claim 8, Hansen-Tretter-Botham discloses the invention as claimed as described in 
claim 7, wherein said file management server is configured to, if the number of transfers of 
said particular file reaches the corresponding effective number of transfers, delete said 
particular file (Column 2 lines 45-55 of Botham disclose being able define control 
characteristics, including allowing a document to only be viewed or printed a maximum number 
of times. Thus it is seen that when a document has been viewed/printed the maximum number of 
times it is essentially no longer accessible, thus it would be obvious to delete the document in 
order to preserve space on the file management server). 

Examiner recites the same rationale to combine used in claim 7. 

41. As to Claim 16, Hansen-Tretter discloses the invention as claimed as described in claim 
15. Hansen-Tretter does not explicitly disclose, wherein said file transferring unit is 
configured to, if the effective period of said particular file has expired, delete said 
particular file 

However, Botham discloses this. Column 4 lines 34-36 of Botham discloses destroying a 
document once its allotted lifetime has expired. 

Examiner recites the same rationale to combine used in claim 6. 

42. As to Claim 17, Hansen-Tretter discloses the invention as claimed as described in claim 
1 1. Hansen-Tretter does not explicitly disclose wherein 

said first storage unit is configured to further store an effective number of transfers of said 
particular file; and 
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said file transfer unit is configured to, if the number of transfers of said particular file 
reaches the effective number stored in said first storage unit, avoid transferring said 
particular file to said file receiving terminal. 

However, Botham discloses this (Column 2 lines 45-55 of Botham disclose being able 
define control characteristics, including allowing a document to only be viewed or printed a 
maximum number of times. Then based on purpose of setting a maximum number of times a 
document may be printed it is inherent that when a file reaches the effective number, it will no 
longer be distributed) 

Examiner recites the same rationale to combine used in claim 7. 

43. As to Claim 18, Hansen-Tretter-Botham discloses the invention as claimed as described 
in claim 17, wherein said file transferring unit is configured to, if the number of transfers of 
said particular file reaches the effective number, delete said particular file (Column 2 lines 
45-55 of Botham disclose being able define control characteristics, including allowing a 
document to only be viewed or printed a maximum number of times. Thus it is seen that when a 
document has been viewed/printed the maximum number of times it is essentially no longer 
accessible, thus it would be obvious to delete the document in order to preserve space on the file 
management server). 

Examiner recites the same rationale to combine used in claim 7. 

44. Claims 4, 14 and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Hansen-Tretter and further in view of US Pat. No. 6233618 to Shannon (hereinafter "Shannon"). 
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45. As to Claim 4, Hansen-Tretter n discloses the invention as claimed as described in claim 

I. Hansen-Tretter does not explicitly disclose wherein 

said authorization condition is the membership of a group that is authorized to access said 
particular file; and 

said file management server is configured to, if a user ID transmitted with said request by 
said file receiving terminal is a member of said group, transmit said particular file to said 
file receiving terminal. 

However, Shannon discloses this. Column 7 lines 58-68 of Shannon disclose a user of a 
particular group being restricted from viewing particular pages. 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
combine the system of claim 1 as disclosed by Hansen-Tretter, with using membership of a 
group as the authorization condition as disclosed by Shannon. One of ordinary skill in the art 
would have been motivated to combine to improve access and control capabilities (column 3 
lines 35-45 of Shannon). 

46. As to Claim 14, Hansen-Tretter discloses the invention as claimed as described in claim 

I I. Hansen-Tretter does not explicitly disclose further comprising a third storage unit 
configured to store a group name and user IDs of group members; 

wherein 

said authorization condition stored in said first storage unit is said group name; and 
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said file transferring unit is configured to, if a user ID transmitted with said request is 
included in said group members, transfer said particular file to said file receiving terminal. 

However, Shannon discloses this. Column 7 Table 1 discloses a storage associating 
Clients with their groups. Column 7 lines 58-68 of Shannon disclose a user of a particular group 
being restricted from viewing particular pages 

Examiner recites the same rationale to combine used in claim 4. 

47. As to Claim 19, Hansen-Tretter-Shannon discloses the invention as claimed as described 
in claim 14 wherein 

said second storage unit is configured to store the address of said file receiving terminal 
transmitted from the mobile terminal (Paragraph [0027] of Hansen disclose the mobile device 
transmits printing instructions which specify how, when and where the document will be printed. 
Furthermore paragraph [0031] discloses an identify printer function that permits the user to 
identify a specific printer), and 

said file transferring unit is configured to, in response to the request for transferring said 
particular file, said request transmitted from said file receiving terminal, only if the 
address of said file receiving terminal matches an address stored in said second storage 
unit, transmit said particular file to said file receiving terminal (Paragraph [0027] of Hansen 
discloses submitting a security key which is used to only permit access to the secured document 
only by the owner. Paragraph [0027] further discloses the mobile device transmits printing 
instructions which specify how, when and where the document will be printed. Furthermore 
paragraph [0031] discloses an identify printer function that permits the user to identify a specific 
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printer. Accordingly it is seen that this criteria would also need to be met. Figure 6 discloses the 
printer securely getting the print job from the server (310)). 



Conclusion 

48. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

49. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

US 5835922 A - Document processing apparatus and method for inputting the requirements of a 
reader or writer and for processing documents according to the requirements to Shima; Yoshihiro 
et al. 

US 6914687 Bl - Data processing apparatus and image recording apparatus, method for 
controlling data processing apparatus and method for controlling image recording apparatus, and 
storage medium to Hosoda; Yuichi et al. 
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US 20030076526 Al - Method and apparatus for printing documents using a document 

repository in a distributed data processing system to Gopalan, Prabhakar 

US 6931432 Bl - Data transmission apparatus and method with control feature for transmitting 

data or transmitting a storage location of data to Yoshida; Hiroyoshi 

US 7190475 B2 - Method for providing a print and apparatus to Nomoto; Tetsushi 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KEVIN S. MAI whose telephone number is (571)270-5001. The 
examiner can normally be reached on Monday - Friday, 8am - 5pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Rupal Dharia can be reached on 571-272-3880. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/K. S. M./ /KEVIN BATES/ 

Examiner, Art Unit 2456 Primary Examiner, Art Unit 2456 



